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Overview of content protection methods

Professional DRM

Conditional Access & DRM
Forensic Watermarking

Forensic Watermarking (leaks investigation)
Warnings / graduated response

Professional Domain Private DomainDistribution Networks

Piracy monitoring/filtering on Internet

Satellite

Internet

Cable

Terrestrial
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DETERRING  PIRACY

Copyright infringement occur across the whole content 
lifecycle => comprehensive solutions are needed

Post-
Production Screeners Packaged

Media
VoD & 
Pay TV InternetTheatrical Broadcast

TRACKING CONTENT USAGE

Comprehensive security solutions to protect 
digital content against illegal distribution

Solutions to detect and track content 
automatically on broadcast and online 
platforms
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DETERRING  PIRACY

NexGuard scope of solutions 

Post-
Production Screeners Packaged

Media
VoD & 
Pay TV InternetTheatrical Broadcast

Pre-release piracy 
deterrence

Camcording
deterrence

Home use piracy deterrence
Internet monitoring

§ Integrated into (post-)production 
workflow & content distribution strategy

§ Part of intellectual property protection 
and enforcement process

§ Help maintain chain of custody
§ Prepare for new content distribution 

business models

§ End-to-end enterprise solution 
§ Centralized watermark payload and 

key management
§ Centralized forensic investigation
§ Automated QC watermark reader and 

extensive logging
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Forensic watermarking:  make content recipients 
accountable by introducing traceability of piracy

Detection of 
“serial 

numbers”

Pirate copies
Rights owners

Warning or legal 
action

Deter piracy

Post-
Production Screeners Packaged

Media
VoD & 
Pay TV InternetTheatrical Broadcast

Protect pre-
release 
content

Deter leaks 
from 

promotional 
copies

Combat 
camcording

piracy

Deter copying
from Bluray 

players

Detect illicit
redistribution 

by subscribers

Avoid leaks
prior to 

exclusive 
airing

Detect, filter, 
report
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Forensic marking for pre-release

Serialization of Screeners, 
Master tapes and Files
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Forensic marking for digital release windows

Serialization of Content on Digital 
Cinema screens, VoD Servers, Pay-
TV STB
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Secure and track content throughout its lifecycle

Post-
Production Screeners Packaged

Media
VoD & 
Pay TV InternetTheatrical Broadcast

TRACKING CONTENT USAGE

lbroadcast monitoring
laudience measurement

l online filtering     
or monetization
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Monitor broadcasts and Internet uploads

Satellite

Video-sharing 
websites

BROADCAST Monitoring

REPORTS & VIDEO FILES

watermarking

CONTENT
prior to release 
or broadcast

Cable

Terrestrial

Watermark 
detection

Broadcasts

ONLINE Monitoring

Watermark 
detection

Homes

Actionable data


